
Risto Eerola
IoT Technical Solutions Architect, Cisco EMEAR North
29.5.2019

Industry 4.0 in Practice, Tallinn

Expecting Your IoT Data to Arrive at the Doorstep -
Fundamental Importance of Secure Connectivity in IoT



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Contents

• Living life at the peak of 
the hype cycle

• If data is the new oil, 
how to drill the ”IoT 
deposit”?  

• The I in IoT stands for 
Internet

• Samples of applying 
ML/AI



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Living life at the peak of the 
hype cycle
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”What a time to be alive!” 
–Abraham Lincoln, professional buzzword bingo player

Interesting times, indeed

Artificial 
Intelligence

Cloud-first
Internet of 

Things

Disruptive Big Data
Machine 
Learning

Digital 
transformation

Hyper-
converged

Blockchain

Technology buzzword bingo 
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A way of achieving AI 
through specific algorithms 
and techniques where the 
models are learned from 
existing data.

Artificial Intelligence

Machine Learning

Deep Learning
A type of ML that uses 
highly scalable techniques, 
such as neural networks.

Any technology that allows 
a computing system to 
mimic human thinking 
functions

Some definitions
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Or, one of my favorites
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Machine learning is a type of 
artificial intelligence (AI) that 

provides computers with the ability 
to learn without being explicitly 

programmed. ... 
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The hype cycle is actually quite long... 

Nothing new under the sun?

1940 1950 1970 1980 1990 20101960 20202000

“Perceptron”  

Rosenblatt 

1958

Career in ML in 1970s

IoT & 

Social 

Media

2010s

CS & 

statistics 

merge 

GPUs 

emerge

1990s

Big 

data is 

THE 

thing

2000s

“Mathematical 

limitations…” ->

~ can’t really 

learn 

Minsky & Papert

1969

“MCP Neuron” / 

Threshold logic 

unit

McCulloch & 

Pitts 1943

?
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Machine Learning revolution

Machine 
Learning

Supervised 
Learning

Unsupervised 
Learning

Develop predictive 

models

Discover patterns 

and anomalies 

based on input data

Regression
Decision 

Trees

SVM

Hidden 
Markov

Neural 
Networks

Classification

Clustering

Linear 
Regression

Neural 
Networks

Naïve 
Bayes

Nearest 
Neighbor

K-Means
Gaussian 

Matrix

Deep 
Learning

ANNs CNNs

Data “tsunami”

Computing power

Insatiable desire for efficiency / productivity
Availability of tools

Why now?
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Is it real, then? At least for us it is

Reinvent the 
Network

Power a
Multicloud World

Unlock the 
Power of Data

Create Meaningful 
Experiences 

Cisco DNA Hyperflex

Intersight

UCS

AppDynamics

Kinetic

Tetration

Accompany

Computer 
Vision

Meraki

MindMeld

Talent Trends

Webex

Network Early 
Warning

ETA

Security is 
Foundational

AMP

Cloudlock

NGFW

Stealthwatch

Talos

Umbrella

Cognitive 
Threat Analytics

SD-WAN



What about IoT, and how it relates to ML/AI?

IoT ~ Leverage Machine Generated Data and 

Networking for Business Benefit
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In IoT, Machine Learning is a 
foundational tool that can 
make sense of Big Data and 
lead to Digital Transformation

BINGO!
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If data is the new oil, how to 
drill the ”IoT deposit”?  
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Reliably and securely

Capture the device generated data

Move it to where it is needed

With high performance, despite
the immense volume of data

Transform it to suit the target

Deliver it to meet the 
consumer’s needs 

Network as the 
platform

The Data 

Generated 

by the Device(s) 

is NEVER in the 

Right Place or 

in the Right

Format
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The IoT Data Fabric

DataProcessing

• Cloud

• Big Data

• Analytics

• Applications

Data to Processing

Processing Processing Processing

Data Data Data

Fog NodeIoT Device CloudEdge Node

Processing to Data 

IoT 
Computing 

is a New 
Computing 
Paradigm
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The I in IoT stands for 
Internet
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App

“…in IoT, everyone expects their data to arrive at 
the doorsteps…”

AppApp

App

App

App

App
App

AppApp
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We have been enabling the Internet (of Things) for 
a long time

2000 2010 2020

Cisco & Rockwell Automation 
partnership for Converged 

plantwide Ethernet
Constantly updated Cisco Validated 

Designs to reflect the changing 
requirements & ongoing innovation

Catalyst 2955 Ruggedized Fast 
Ethernet switches (2003)

Industrial Ethernet 3000 
Switches (launched 2009, still 

sold today!)

Cisco participation in 
industry standadardization 

efforts (e.g., TSN) & adding 
Cisco innovation to the mix 

(e.g., MUD)

Widening portfolio of 
IE switches 

throughout the 
decade (1k, 2k, 3k, 

4k, 5k)

Launch of new Catalyst IE 3x00 
switches with modular IOS-XE 

operating system

Cisco Industrial Automation CVD



IoT
Internet of Things

Enabling more than 50,000 customers and growing



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

• It is needed

• But it is not trivial to build, scale, and secure

• ...but it is possible (we can help)

It enables the industries to apply ML/AI to the IoT data 

which helps with digital transformation, 

which is a must to survive and thrive 

– do not neglect it!

Why to emphasize the network?
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• Refreshing the IT and OT networks allowed customer to:

• Enable a machine learning solution (Cisco Stealthwatch) for detecting anomalies and malicious events across 
their network

• Install a future-proof network that not only serves as a connectivity platform, but also as a distributed 
computing fabric across the OT network 

• Further information: https://www.cisco.com/c/en/us/about/case-studies-customer-success-stories/turku-
energia.html

https://www.cisco.com/c/en/us/about/case-studies-customer-success-stories/turku-energia.html
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Get Machine Learning into work with your IoT data

Complexity of connecting, securing 
and managing diverse devices

Flexibility to compute data at the 
edge, data center and/or cloud

Data remains locked inside its 
sources

No programmatic way to move right 
data to right apps at right time

No software control to enforce 
ownership, privacy & security

Diverse devices are connected, 
securely and reliably

Compute data at all places where 
it is valuable

Extracts data and makes it usable

Programmatically moves right data 
to right app at right time

Executes policies to enforce data 
ownership, privacy and security



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Samples of applying ML/AI
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“…and then we apply 
some AI and it takes 
care of the rest….”
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Anomalous
Traffic

Threat
Incidents

Malicious
Events

Anomaly 
detection

Trust
modeling

Event 
classification

Relationship
modeling

10B
requests
per day

20K
incidents
per day

Cisco Cognitive Threat Analytics

Layer 1
Unsupervised Learning

Layer 2
Classification (Supervised)
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Everything as a Sensor

Over 100+ Actionable Insights
Client | Applications | Wireless | Switching | Routing 

How Does it All Work? Assurance

Network Telemetry
Contextual Data

Correlation 
Complex Event 

Processing
Issues Insights

Guided
Remediation

IPAM

CMX
AppD

IPSLA

SNMP

OID

Telnet

DNS

MIB

Ping

CLI

DHCP

Wireless
AAA

Syslog

Router

Netflow

Traceroute

Metadata 
extraction

Complex 
correlation

Steam 
Processing

001110101100110

1010110010

00101101

0110100

1101101

00101101

10101100110

101011000110011

Clients Baseline

Application Network
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https://www.elementsofai.com/ 
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Thank you!

risto.eerola@cisco.com

mailto:risto.Eerola@cisco.com



